TLP WHITE:

Intersection of Criminal Groups and
Industrial Espionage

Motivations Behind Industrial Espionage

Criminal actor groups engage in industrial espionage primarily driven by financial incentives,
political motivations, and competitive advantage. These groups are often sponsored or tacitly
supported by nation-states that have strategic interests in acquiring proprietary information from
foreign entities. The stolen information can range from trade secrets, innovative technologies, to
sensitive corporate data that can provide a competitive edge to domestic industries within these
sponsoring countries.

Activities Utilizing Stolen Information

The information obtained through industrial espionage can be exploited in several ways:

Stock Manipulation: Insider information on mergers, acquisitions, or financial health can be used
for trading stocks to gain undue profits.

Selling Secrets: Stolen trade secrets and technologies can be sold to competitors or
state-owned enterprises, undermining the victim companies' market positions and R&D
investments.

Strategic Advantages: Information related to government policies, military technologies, and
infrastructure can provide strategic geopolitical advantages to nation-states.

Product Cloning: Reverse-engineering of stolen technologies can lead to the production of
counterfeit products, directly impacting the original inventors' revenue and brand reputation.

Integration into Nation-State Espionage

Countries like China and Russia have been implicated in using criminal actor groups for
industrial espionage, integrating these activities into broader national espionage efforts. This
symbiotic relationship allows these nations to maintain plausible deniability while benefiting from
the illicit acquisition of foreign intellectual and technological assets.

China: The FBI has highlighted China's extensive involvement in industrial espionage, targeting
a wide range of sectors across the globe. The U.S.-China cyber pact of 2015 temporarily
reduced the scale of cyber-enabled theft for commercial gain, but recent reports suggest a
resurgence, possibly due to shifting geopolitical dynamics and trade tensions.

Russia: Similarly, Russia employs a complex web of state-sponsored actors, cybercriminals,
and proxy groups to conduct espionage, including industrial espionage, aimed at gaining
economic advantages and undermining adversaries.



Case Studies and Examples

Equifax Breach: The indictment of members of the People’s Liberation Army for hacking into
Equifax underscores the direct involvement of state actors in industrial espionage targeting
personal data of millions of Americans .

Huawei and Trade-Secret Theft: The charges against Huawei for trade-secret theft highlight
the nexus between corporate ambitions and nation-state interests, posing a threat to global 5G
technology dominance .

Theft from U.S. Steel and Westinghouse: The indictment of PLA officers for stealing trade
secrets from major U.S. companies further exemplifies the strategic targeting of industries
critical to national security and economic competitiveness.

Conclusion

The intersection of criminal groups and industrial espionage, particularly with the backing of
nation-states like China and Russia, presents a complex threat landscape. These activities not
only have significant economic implications but also pose national security risks. As such,
understanding the motivations, methodologies, and implications of these espionage activities is
crucial for developing effective countermeasures and enhancing cybersecurity postures globally.



